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Abstract

Modern manufacturing relies on a high degree of automation,
where especially for functional safety applications hazards for
humans and equipment must be prevented. Private 5G campus
networks offer high flexibility, modularity, reduced installation and
maintenance efforts. In modern communication systems,
cybersecurity is of paramount importance, as emphasized by the
Cyber Resilience Act (CRA). Therefore, a probing solution utilizing
an Al-based deep packet inspection (DPI) is integrated within the
private 5G environment, which is part of the "Digital Sensor-2-
Cloud Campus Platform" (DS2CCP) [1] project, aiming to detect,
e.g. potential anomalies in wireless communication between the
industrial shop floor and the edge cloud. The goal is to provide a
secure and functional safe test environment for safety applications
being monitored and evaluated within the campus network. The
Al-based deep packet inspection probing solution is part of a
security strategy offering sovereignty within the network itself and
deploying a digital twin of the communication traffic.

A

-------
-
‘.
-

-------------------------
bl
-~

Scope

The communication traffic of the 5G campus network is monitored
with the help of a probing solution using deep packet inspection
generating transparency of the network traffic. The communication
protocols (e.g., IIoT protocols such as OPC UA or MQTT) are
verified and analyzed. In our case, especially functional safety
protocols applying security-for-safety are communicated, verified
and analyzed within the private 5G campus network. Therefore,
the 5G network components and their communicated parameters
are evaluated.

In an additional step, attack scenarios are identified and prepared
for simulation. This is realized in hardware and simulated in
software to easily integrate many user equipments (UEs) that
perform attacks or are under attack. The attacks are detected
using a probing solution with integrated deep packet inspection.
Approaches for mitigation or attack prevention are developed.
Classification and detection models are developed and evaluated
with the help of Al techniques and a high performance cluster on
campus (hpc.bw [9]).
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Fig. 1. AI-based DPI System of Industrial Wireless Environment Overview.

Architecture Setup

This work introduces a comprehensive end-to-end architecture
designed to evaluate and enhance the security of private 5G
environments, as shown in Fig.1. An industrial-grade probing
solution using deep packet inspection is integrated within typical
industrial safety applications. Additionally, Al techniques are
utilized to achieve optimal system performance in detecting
malicious behavior within the 5G network.
The summarized hardware components are as followed:
= Safety Application [2], Counter-UAS System [3], Siemens
PLCs over 5G using Profinet/VxLAN protocol [4], UE-
Simulation using UERANSIM [5].
= DPI: R&S®PACE 2 library [6] inside of a security probing
and reporting solution.
= Private 5G Network: Ericsson Private 5G EP5G [7].
= The self-developed Data Diode for the separation of private
and public networks [8].
= High Performance Computing for training AI model [9].
= Hardware Servers for simulation and abstraction.
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